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Security advisory: Critical remote code execution vulnerabilities, update now

News Archive - 2026 Archives by year

Here are the most important news items we have published in 2026 on PHP.net.

Security advisory: Critical remote code execution vulnerabilities, 210ct2026

update now

PHP 8.5.12, 8.4.27, 8.3.36 and 8.2.35 fix two critical vulnerabilities that can allow unauthenticated remote code
execution. All PHP users are strongly encouraged to update immediately.

Who is at risk: all PHP installations serving web requests, including PHP-FPM, Apache with mod_php, php-cgi,
FrankenPHP and LiteSpeed. We consider the risk highest for mod_php, with a demonstrated exploit where an
unauthenticated request can trigger the attack before any application code runs.

The vulnerabilities:

= RCE via OOM corruption, CVE-2026-109618 (GHSA-w8hw-wSfx-j79w): out-of-memory handling can interrupt PHP
while internal request data is only partially initialized. Request cleanup may then treat the invalid data as
valid.

= RCE via stale global state, CVE-2026-109619 (GHSA-6wmf-4rv5-p3rp): request-owned internal state can survive
after its backing memory has heen freed. A later request handled by the same worker may use that stale state

before normal initialization resets it.

How to update:

Update to PHP 8.5.12, 8.4.27, 8.3.36 or 8.2.35. Source downloads are on our downloads page. Windows source

and binaries are on the same page.

» Linux distributions and LTS vendors received the patches in advance, so check your vendor for updated
packages.

* PHP 8:1and older no longer receive updates from the PHP project. Some distributions and LTS vendors provide
backported fixes, so contact your vendor for details, or upgrade to a supported version.

 Ifyou rely on the volunteer-maintained rpms.remirepo.net, we urge you to switch to distribution packages or
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Fur Affinity
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BSEE: Eih. £ZE. FACDNXAPIZINLR,
B ISR B FERSIESXPR: FE16:00 UTC, 1IEX4pm Eastern, RAJEFE—H SRR E BY(8)o
REFEES:
Out of an abundance of caution related to the recent announcement of a 9.2 CVE vulnerability affecting PHP, we will be

taking the site offline until we are patched, most likely for about 11 hours (Until 4pm Eastern). This maintenance window
will be extended if we need more time.

https://status.furaffinity.net/maintenance/2/

Fur Affinity

¢, Refresh status

PHP Vulnerability Patching

Out of an abundance of caution related to the recent announcement of a 9.2 CVE vulnerability affecting PHP, we will be taking the site offline until we

are patched, most likely for about 11 hours (Until 4pm Eastern). This maintenance window will be extended if we need more time.

11:00 AM EDT - We're currently in the midst of applying the patch.

Oct 21, 2026 * 04:55 UTC Oct 21, 2026 - 16:00 UTC 11 hours, 5 minutes

Affected services

Main Site

Sphinx Search
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BEZE: BEANITNKEERE; RATABKEE, FEXRRNEERSFFE,

PHPUHFRAERZIDLE « 2026-10-2154 « [EXHENICREE, BERZERIX

19


https://www.b-ch.com/titles/2033/001

NEIEHE 16 / 21

Studio (studio.design)

BBt <EXPHP
db=BdiE: 10821H 21:00 &2, LERKE
EIEE: Ea. REIMEIRRZEE; AFFRILGS TS R (s a ] o
AR EPHPHEXTAA LI, NEBRILEIALELREHSH, FEERENANREEERN BAIER.

AEEXIE:

PHPREIRF —LHN DR LI-EAXAGHEIEHICEAT 2EMZT T, FHHIEE & L TStudioD—Ipigaex —FHEIE L. BRERIIIGE

Z2MORRBEEHTEVD XY,

https://studio.design/ja/whats-new/maintenance-20261021

[EZE] 108218(K) 22:0005 D8 rFHUYAOEA Y BEEELTE (7

/7 Studio g1 mmen -

PHPREEF —LHRTR L LEATHRSEICEHT 2EFMEXT. FHEEL L TStudioD—aigREE —RELL. BBRTHILEES

HORRETEDTEVD X7,
SEOAYTHYARFHEBL LTOMGT. HEEEALLLOTIESHD TR A. T, DEEAOWebt 1 ~OBEICIZE
EBIFVER A

£2Z: PHP R F — LI RR LCEABRBEICET 250
https://www.php.net/archive/2026.php#2026-10-20-1

StudioHFIRATEI L LBRM (X TF X E— FHIE)

20265F10A218 (k) 22:00L4k& (E#H5RI)
BTYRZIIRETIY. BEAKSRTHSASELED

AT RAE—FR BFEVWETEITEVEERE
o Studio 7 TV —3y (HAuiafi—RELUITE—) AOOF12 BLUFTVITr—o a3 v EOTRTOERE
s FrTL—FOBEA - A

RE DR REEE
. REEYA ORI
« FLEa—Y1 oMK

BREICOWT

HEHEORER L BB - EIfFERN T T LRE, f—EEBEALET.
BREEICIZ. StudionTXE XA—ILTEAISELET.

A= ILIABMES AT LOFBA F. IARTOSERIC—FICASRNTET. IBRICERITLET. FOr-s. BEFNSBIEXTH
BEZXE: EEMIUNKEETH, BRASABTKEEE, RXMRNKERETE,

PHPUHFRAERZIDLE « 2026-10-2154 « [EXHENICREE, BERZERIX 20


https://studio.design/ja/whats-new/maintenance-20261021

ANEIUERE 17 / 21

Kokopelli / Big AdvanceZ
BRHfKEXPHP

Jt=AdiE: 10H21H 19:00 2, LEERFKRE
FMMSEE: Big Advance. BIG ADVANCE GLOBAL. BM{JF. BAIJFRi&fELE, EEHAialIIhaERa] Bo

BHREPHPERRRRIFAGEFR, THEEHMIAZEEIMME, RAHLERNE,

LEEER:
B RATLTHALTWS OIS U558 [PHP) OEXRLBHESFENDHIGD =D,

https://www.kokopelli-inc.com/all/7045/

PHPOMESSE IGICES H—EX—BHELE IS S UBEXA Y TF VX
DEHSE

HHEBH - 2026.10.21 | BigAdvance

HEEHIINR) ERHTRAAR. REMFRCEO | AEHE) 3. YHLAFLATHALTVWSTOY 53 V45358 IPHPI OERGHBBHEAOH
D7zsh, 20265F108218 (k). HHAEHTE TRV ATL - H—ERE—BELL, BRAYTFFUAEERBOELES,

CHROSEFRRSFICEREOSRICE, RAOY—EABEICED, BRBZCFELIERESHFVLET vk, BCBRUBLLETFE
ED

REDOYE R

PHPO AR 1 MIBEWT, 2FOFEAGHRBEICHG T 3BEROLARFENIRERINE L,

HUPEBTECATLICBVWTHPHPERIALTWVWS Zuh'6. BEROYATLASIVEREEZRET 2. FHNLEBCLTI—ERE—
BEFELEL. BBEEORERESLUMBREF 1) FANEEREVELET. &6, FHICEET3FET/tAPERRAVIFEA SN TE D £

Fua
BREAVTFIAOHE
H—E BB AR 20265E10821H (7K) 2088 & D+ — ¥ R T v IZIEREA
HEF—ER Big Advance. BIG ADVANCE GLOBAL. BM#A—#JL, BAR—%)L
H—EANDRE EIFEER I, R —E RO TATOMEER CFBW I EE A
fERAE EHEEoRERE. BELtra) T HEESE L UPHPOEERER
H—EABHATFE FE. BEROHERS JURLEORENRET LicF—E2D5, JERBRAVWEELED,

BEZE: BEANITNKEERE; RATABKEE, FEXRRNEERSFFE,

PHPUHFRAERZIDLE « 2026-10-2154 « [EXHENICREE, BERZERIX


https://www.kokopelli-inc.com/all/7045/

NEIEE 18/ 21
SEGA ALL.Net“Aime (ZCHUNITHM[G4:EM)

EHAZESF - PHPYARERHIA

JeEBdiEl: 10821H 22:00 — 10822H 10:30 (3+%1)
HISEE: ALL.NetXMRLBENIELABER; CHUNITHME SRR B RFIG IR T A

NERDEPHP, EEHALIFIER; CHUNITHMEELBMITF B4R ERIUR T £ T,

LEEER:
ZAxH 10/21(7K) 23:00 & O BIAXA Y T2\ L F 9, BT 10/22(K) 11:30 ZFELTED £,

https://x.com/allnet_info/status/2112876861315494207
https://x.com/chunithm/status/2112886918354751976

11 ALLNet#—t 2 fE#

@allnet_info
=1 Show translation

[224] [ALL.Net, AimeX>F+ > AOEHSH]

AHE10/21(7K) 23:00 £ D, BEXVTFEERBWN:-LET. BT
10/22(R) 1130 EFELTED £,

A FHRIFALLNetH ST — LD A > Z4 > AT YR IHIRBICHENE
BADTITEFESTET L,

12:01 PM - Oct 21, 2026 - 206.2K Views

Q4 1 427 Q 702 4o &

HEXRE: BEAAFAHTMUFEREFEER (MR ; REEAKS. EXSEREK,

3]

PHPUHFRAERZIDLE « 2026-10-2154 « [EXHENICREE, BERZERIX

22


https://x.com/allnet_info/status/2112876861315494207
https://x.com/chunithm/status/2112886918354751976

ANEIEE 19 /21

pixiv / pixiv FANBOX / pixivE#} 5 #
FIEB4Er - PHPYARRHA

JemediE: 10821H 18:00 — 10H21H 22:30 (EAEMIAER)

IMEE: pixive FANBOX. BRIEHERHF, EFEATME,

FAMME AEIREZPHP, RFIER L4, Rt APHPEERIAKE,

LEEER:
Y—EXDRERERDIH. UTORRTRIX YT F VR 2R BV LE T,

https://x.com/pixiv/status/2112844262790648311
https://x.com/pixiv/status/2112914335853137996

pixiv &
@ pixiv

=1 Show translation

[(BEA VT FUARTOEHSE]

FAEBLTEDELIEB2AYTF VR, 10218 (k) 23:30ic#&

TWELFEL

RE. WRYT—EXZCRBVWEIETETD

CHROEERICICAEZEM LELIECCZHBEUELLETFED

CHAWEESE, S0P e5TTVFELT
2:30 PM - Oct 21, 2026 - 3.2M Views

Q) 485 T 19K Q 72k [J 2.7

BEXRE BEAAFHTMUFERNEEER (LRI ; REBEAKS. EXSEHEK,

PHPUHFRAERZIDLE « 2026-10-2154 « [EXHENICREE, BERZERIX

—

23


https://x.com/pixiv/status/2112844262790648311
https://x.com/pixiv/status/2112914335853137996

NEIEE 20 / 21

DMM.com (FEjsklESHIEEERA)

EHAZESF - PHPYARERHIA

db=BdiE: 10821H 21:00 &2, LERKE
EISEE: BRASTIBGIMMIZIRS ZHE4R; HIEDMMEE T2 Z—1=2FR,.

BEAE “IMPRERE", ZERBAPHP. NBIDMMIRLE SMEAHPHP, BREZREBNERNIIH.

LEEER:
BXYTFIVRE BT —EXTHRALTVWBINEY 7 bz 7ICEVWTHBEINLHRBEEADOIGZENE LEEHDT
ER

https://www.dmm.com/

v [EE] BiEAVTFAOEHSE
FELDDMM.comZ CFIBLVERESE. FcBD e TEWET.

ZoEl. YAFTLOEF IV T EEEEMNE LE-FHMEELLT. EEY—FRALSVWTERALTF Y A2 ELET.
EALTFYRAG, SHF—EATHBELTWAATV 7 Fo s FICEVWTEE I NERBE~oEE B E LIEh 0T,
LHE. SEFOAABEPT—AORAVGT—NRELTED FEA,

SERICBAEIFEESMIVELETY. CBREECHRAEBDETLOSEVELLTET.

WAYT+HATEQH
20265108218 (K) 22:00 ~ R THEFE

WA YT AARAOT—ER
LTFEBR<H—FRATAYT T2 RAEEMOELET,

* DMMT 7

gL FRETSUTOSSY

* DMM FX. DMM CFD. DMMEE
« DMM/S R —2—

« DMMREES

‘DMMIE5 477

AT eARTE H—EARBREE. BPHicsAstVWELET
SEBRICRCHBECFEESMIVWELET LR, ERTHSREUBLLEIFET.

HERE BEAMIUNNETE; BATABKEEE, RXRRNEKFEFAE,

PHPUHFRAERZIDLE « 2026-10-2154 « [EXHENICREE, BERZERIX


https://www.dmm.com/

NEIEE 21/ 21

CoDMON (O KFEY)

EHAZESF - PHPYARERHIA

emediEl: 10821 HMEMEL; FitEARNEL2HERME, HEHISRE
FIEE: SERKAppERNNLECODMONRSEF, EARRMEBRIRIESRE,

LRANEEARRAGFARGEKNRR, RREPHP; E=AMRHARBIEARTARANEFHIL

NERXE:

10B21H(K)RE. BETEDOBRET —EXDLRLZTFRI1LHOOFHNLHEREL LT, REE7 7V ZECARE Y O2Y —

EXZIERELELTED Y,

https://www.codmon.com/info/maintenance/10243/

https://www.codmon.com/info/maintenance/10236/

CoDMON

= HHERTS > LA )

RV CE=EN

AT+ 2EHR 2026/10/21

[53%5 | 108218 (7K)]
WODHRE « HEMRAFICTY—EZ, JREVESHHAWVWAEES, BB eS5T8VET,
OREXOSY—EZAIEISFMIFELTED, AT HYAREEEDTENET.

BRFToBEERICOVWTIE. LFTIEALTED £,
RESTEAOBNINEP, BREREE - HEFRYQUREFEBA I YO—-FUOWEEITET.
https://help.codmon.com/facility/facility-manual /17266

JREVIZI0B22B(R)ERICH—EAEBRATEIRAHTT.
BRBZPBELELLS, ER—IJBIUVIRTVARXT AT HCTEHSEVWLELET,

HE. SIEHMEIARGICEE T SFET I/ £ APERREI VWRERSThTED £ A,
CHRAOABTRILEFEZRLZTERESMIL, HICBLRITVWELA,

(%23 | 108218 (7K)]
WOBRE - BEMRAIFICTY—EX, JREVECHRVLES, SKBDHESTEVET,

RBE. JFEXO@Y—EREFLEL. BRICRFEREEEDHTED D
108228 (K)FEHICIF, Y—EXBRCABRIAHZTY,
BRBALEELELLS. EX—VEIUIRETVARXTFAI Y MICTEASEVWRLET,

EEROWRICE DBRIENSBED. TOEETEPHMIBHoEVWLLET,
A, SIEHEAGICER T 3FET VL APRHRRBA VBRI TE D £ A,
CHRHOARTECIZRAETERESMI L. HIZBLRITWELA,

[581% [ 108218 ()]
LWOBRE - HEMRRFICTY—EZ, AFEXESARAVEES. SICHDHES3TTVET

108218 0K RE. ECFOBREY—EADELEFTFTE2HOFHENEEEL LT, REST77)
EECIAREYORY—EREIERELELTENES,

BEXRA: BEAMIUNESETN; RATABKEEN, RXRRNEFRFAE,

PHPAIFAFZIDLE  2026-10- 214 - EXHEAILRATE, BERERNX

25


https://www.codmon.com/info/maintenance/10243/
https://www.codmon.com/info/maintenance/10236/

